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This Morgan Stanley China Privacy Policy ("Privacy Policy") covers the services offered in the People’s
Republic of China(“PRC”) by Morgan Stanley entities located in PRC, that collect, hold, use, verify
and disclose, etc. (“process”) personal information as processors, including, but not limited to,
Morgan Stanley Management Service (Shanghai) Limited, Morgan Stanley Bank International (China)
Limited, Morgan Stanley Securities (China) Co., Ltd., Morgen Stanley Securities Investment (Beijing)
Co., Ltd., Morgan Stanley Investment Management (China) Co., Ltd., Morgan Stanley Futures (China)
Co., Ltd., Morgan Stanley (China) Private Equity Investment Management Co., Ltd., Morgan Stanley
Overseas Investment Fund Management (Shanghai) Limited, Morgan Stanley Business Consulting
(Shanghai) Limited, and the respective affiliates and branches in the PRC. Together, these entities
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are referred to as “Morgan Stanley,” "our affiliates," "we," "us," and "our" in this Privacy Policy.
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We are committed to maintaining the privacy and confidentiality of your personal information.
Morgan Stanley has a global framework to comply with applicable data protection and privacy laws,
which includes policies and procedures that prescribe how Morgan Stanley personnel must process
your personal information.
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This Privacy Policy explains what personal information we collect about you, how we use, disclose

and share that information, and the rights you have in connection with that information. Certain

rights, requirements, and disclosures in this Privacy Policy may be subject to exemption or otherwise

may not apply to you based, for example, on PRC data protection and privacy laws and applicable

law or regulations. This information is required by law and is not a promotion of our products and

services.
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Except as noted below, if you are a current or former applicant or customer or prospect of Morgan
Stanley, one or more the following privacy notices may be applicable to you depending on the
product or service you obtained or sought to obtain from Morgan Stanley. Please refer to the
following notices for additional information about our privacy practices applicable to your product
or service from Morgan Stanley Securities (China) Co., Ltd., and/or Morgan Stanley Investment
Management (China) Co., Ltd.,:
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Morgan Stanley Securities (China) Co., Ltd., Privacy Policy
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Personal information that we process about you when you apply for a job at Morgan Stanley or when

you act as an employee or contingent worker or consultant at Morgan Stanley is governed by a

separate notice, which will be provided to you at or before the time your personal information is

collected.
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Before providing Morgan Stanley with access to, or permitting any access to, or permitting the
processing of, any personal information regarding an individual other than yourself, in connection
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with products/services provided, you should ensure that you have the requisite legal authority under
all applicable privacy laws to provide such personal information.
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Please read this Privacy Policy carefully to understand how we process the personal information and pay
special attention to the bold and/or underlined parts related to processing of sensitive personal
information and/or have material impacts on your interests.
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The content of this Privacy Policy is set out as below:

KESFABRATAT:

Information We Collect;
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e Sources of Information and Purposes of Collection and Disclosure;
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e Information We May Disclose and to Whom We May Disclose it;
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e Processing of Sensitive Personal Information;
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e Use of Emerging Technologies such as Artificial Intelligence and Machine Learning;
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e Monitoring We Conduct;
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e Use of Cookies and Similar Technologies;
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e |nformation on Minors Under 14 Years;
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° Location of Data Storage and Processing;
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e Data Security;
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e Retention of Personal Information;
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e Marketing We Conduct;
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e Your Rights relating to Personal Information;
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e Updates to this Privacy Policy; and
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e Contact Us.
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1. Information We Collect
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As described in this Privacy Policy, we may collect personal information from or about you in order
to provide, enhance, market, and offer our products and services, including the products and
services of our Morgan Stanley affiliates (together, “Services”) to you and to our institutional clients.
“Services” include, among other things, maintaining or servicing accounts, providing customer
service, processing or fulfilling trades and other transactions, verifying customer information,
processing payments, providing financing, determining eligibility for Services, recordkeeping, and
related activities.
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This section describes the categories of personal information we may collect. The type of personal
information we collect may vary depending on whether you deal with us as an individual or in
connection with one of our corporate or institutional clients, your use of particular services, as well



as the jurisdiction where you reside. For purposes of this Privacy Policy, personal information
generally includes information that may be used to identify you directly or indirectly. We may also
request your sensitive personal information (as described in Section 4) for us to provide the Services.

We only collect personal information in accordance with PRC applicable law, such as where we have
your consents or necessary for compliance with a legal obligation or necessary for performance of a
contract.
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You are not required to supply any of the personal information that we request. However, failure to
supply any of the personal information that we request may result in our being unable to open or
maintain your account, provide services to you or your company, discuss any other opportunities
with you or deal with other matters.
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Examples of Personal Information We May Collect

Categories of Personal (note a subset of Personal Information may constitute sensitive Personal
Information We May Collect (Information)
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Name, alias, age, sex, gender, national origin, citizenship, race, ethnicity,
marital status, and disability status, home and work addresses, home and
work phone numbers, mobile phone number, ID number, Hukou, social
security number, driver’s license number, passport number, tax
identification number, other government-issued identification numbers,
government-issued ID validity period (including issuance and expire
dates), alien registration number, place and date of birth, personal and
work email address, username and password, social media name,
signature, customer identification number, IP address, electronic device
(“Device”) identifier, device type, browser type, platform type
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Financial information

Financial account number, credit card number, debit card number,
account balance, trading activity, transactions, sources of wealth/fund,
equity compensation, loan number, loan amount, account history,
income, debt, assets, revenue, credit history, credit score, investment
experience, risk tolerance, and information about your personal
investment goals or objectives
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Account Authentication

Information CVV, PIN, security question and answer
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Commercial information
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Records of personal property, and order and purchase history for non-
financial goods and services
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Biometric information
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Voiceprint, fingerprint, face recognition data (face image or video), and
palm scan
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Internet or similar network
activity
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Browsing history, search history, clickstream data, session information,
navigation paths, and other information about how you interact with our
websites and mobile applications
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Geolocation data

Physical location or movements
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Sensory data Audio recordings, video recordings, and photographs
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Professional or employment-
related information
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Employment information (including employer name), employment
history, professional licenses or registrations, and employment
identification number, salary or compensation, role/occupation, officer
status
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Education information

Academic record, degrees, and schooling
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Preferences, behaviors, characteristics (including, for example, age
Inferences from otherlgender, race, and marital status), number of persons in household, and
personal information similar information
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While we make every effort to ensure that all personal information we hold about you is accurate,
complete and up to date, you can help us considerably in this regard by promptly notifying us if
there are any changes to your personal information. To extent permissible under applicable law,
we shall not be responsible for the authenticity of any personal information or sensitive personal
information or any losses arising from any inaccurate or deficient personal information or sensitive
personal information that you supply to us.
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2. Sources of Information and Purposes of Collection and Disclosure
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This section describes the sources we may collect personal information from, and why we may collect and,
if applicable, disclose personal information.
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Sources of Personal Categories of Personal Purposes of Collecting and Disclosing
Information Information We May Collect Personal Information
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Applications and Forms e Identifiers e Provide the Services

We may collect personal e Financial information e Enhance the Services
information from you or your e Professional or e Market, advertise, and
authorized representatives employment-related promote the Services

during the application or information e Protect against unauthorized
account creation and e Commercial information access, security incidents, fraud,
management _process, or e Education information and other malicious or illegal
through other forms. o ENRENEAR activity
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For MSIM China, we may also
collect:

e Biometric information

e Geolocation data

e Sensory data

e Inferences
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o MIBREHUE

o BUURRGRER
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e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Communications and
Interactions with Us

\We may collect personal
information from you or your
authorized representative
when you communicate with
us, including, but not limited
to, when you contact
customer support, submit
inquiries, request
information from us, provide
feedback, or participate in a
promotion, survey or
conference.
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e |dentifiers
e Financial information
e Sensory data

o ENRBIER
. ERYER
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e Provide the Services

e Enhance the Services

e Market, advertise, and
promote the Services

e Protect against unauthorized
access, security incidents, fraud,
and other malicious or illegal
activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Transaction Activity

\We may collect personal
information from you and
from records we create about
you when you make
transactions with or through
us.
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e Identifiers
e Financial information

o FARBIER
. ERMER

For MSIM China, we may also
collect:

e Biometric information

e Sensory data
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e Provide the Services

e Enhance the Services

e Market, advertise, and
promote the Services

e Maintain system and process
functionality

e Protect against

unauthorized access, security
incidents, fraud, and other
malicious or illegal activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Our Websites and Mobile
Applications

\We may collect personal
information from your Device
when you visit or interact
with our websites or mobile
applications.
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e Identifiers

e Internet or similar network
activity

e Geolocation data

o FNRBIER
o BEMEMNEEHEE
o MIRVEEYE

e Provide the Services

e Enhance the Services

¢ Maintain system and process
functionality

e Market, advertise, and
promote the Services

e Protect against unauthorized
access, security incidents, fraud,
and other malicious or illegal
activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
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exercise our rights and defend
against claims
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Social Media and Online
Forums

\We may collect personal
information from third-party
social media platforms and
sites, when you engage with
our social media pages,
online communities and
forums, and when you
mention us on your own or
other social media pages,
online communities or
forums. Please note that
online forums may be
publicly accessible and other
users may view information
you post in the forums. We
encourage you to exercise
care in deciding what
information and content you
wish to disclose on the areas
of the website that are
accessible to the general
public.
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Identifiers

Internet or similar network
activity

Professional or
employment-related
information

IRBIER
HEXMEESENER
B ERBXER

Provide the Services
Enhance the Services
Market, advertise, and

promote the Services

Comply with legal and

regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Our Physical Sites
\We may collect personal
information both directly and
indirectly from you when you
visit our branches, offices,
and other physical locations
(“Sites”).
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e Biometric information
e Sensory data
e |dentifiers

o EMRRIER
o BEIIGXRER
o HRBIER

e Protect against unauthorized
access, security incidents, fraud,
and other malicious or illegal
activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Affiliates

\We may collect personal
information from our
affiliates.
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e Identifiers

e Financial information

e Commercial information
e Biometric information

e Internet or similar network
activity

e Geolocation data

e Sensory data

e Professional or
employment-related
information

e Education information

e Inferences

o FHRBUER

e Provide the Services

e Market, advertise, and
promote the Services

¢ Maintain system and process
functionality

e Protect against unauthorized
access, security incidents, fraud,
and other malicious or illegal
activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Service Providers, Data Identifiers e Provide the Services

Brokers, and Business
Partners

\We may collect personal
information from service
providers, data brokers and

business partners.
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Financial information
Commercial information
Biometric information
Internet or similar network
activity

Geolocation data
Sensory Data
Professional or
employment-related
information

Education information
Inferences
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e Enhance the Services

e Market, advertise, and
promote the Services

e Protect against unauthorized
access, security incidents, fraud,
and other malicious or illegal
activity

e Comply with legal and
regulatory obligations, and to
establish, enforce, and otherwise
exercise our rights and defend
against claims
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Government Entities e Identifiers e Provide the Services
\We may collect personal e Financial information e Protect against unauthorized
information from e Internet or similar network access, security incidents, fraud,
government agencies, activity and other malicious or illegal
regulators and their ¢ Geolocation data activity
supervised self-regulatory e Sensory Data e Comply with legal and
bodies, securities, futures e Professional or regulatory obligations, and to
and commodity exchanges employment-related establish, enforce, and otherwise
and their subsidiaries and information exercise our rights and defend
associated organizations e Education information against claims
(“Government Entities”). o IRIHIRSE
BIRAR + PSSR . IFEREERMAE. =2
RATTRESNBI. 1] - SEES S TR
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3. Information We May Disclose and to Whom We May Disclose it
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This section describes the categories of personal information we may disclose to certain entities, including,
but not limited to, third parties that perform services for us and affiliates. We may disclose your personal
information for the purposes described in Section 2, (i) if you have provided your consent for disclosure,
or (ii) as otherwise permitted or required by law.
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These disclosures involve processing, including transfers of, your personal information in countries
or territories where the laws may provide a different level of data protection. Without limiting the
foregoing, your data will be disclosed by us to our associated firms and vendors which conduct
operational, technology and customer service functions in various jurisdictions including Hong Kong
SAR, Hungary, India, Japan, Singapore, United Kingdom and the United States of America and other
countries or territories where Morgan Stanley operates (Global Offices). When personal information
is transferred to countries or territories that are not recognised under applicable law as offering an
adequate level of data protection, we have put in place appropriate data transfer mechanisms and
conducted data transfer assessments, where required under applicable law to ensure personal
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information remains protected. You can obtain a copy of the relevant data transfer mechanism we

have put in place to protect personal information which are available here.
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Categories of Entities to Whom We May Disclose
Personal Information
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Categories of Personal Information We May
Disclose
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Operational Entities

\We may disclose your personal information to entities
that help us perform the Services, including, for
example, companies that provide administrative,
telecommunications, system, software,
trade/transaction execution (e.g. to issuer and other
intermediary agencies), payment, and securities
clearing services, and that prepare and send account
statements and transaction confirmations and other
services in connection with the operation of our
business.
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e Identifiers

e Financial information

e Commercial information

e Sensory data

e Professional or employment-
related information

For MSIM China, we may also
disclose the following information
as required for identity
authentication:

e Biometric information
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Security Entities

We may disclose personal information to entities that
detect, protect against, and respond to security
incidents or other malicious, deceptive, illegal or
fraudulent activity or actual or potential threats to the
safety or well-being of any person.
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e Identifiers

e Financial information

e Internet or similar network
activity

e Geolocation data

e Sensory data
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Marketing and Advertising Firms

\We may disclose personal information to entities that
perform marketing, advertising or market research on
our behalf or help us determine the effectiveness of our
marketing.

HiAERIIT 528
HATTRESRNERNNEHITEHE. | S8mhg
AT, BRSNS AT SRR A EHKREE
PAER

e Identifiers
e Financial information
e Internet or similar network

activity
e Geolocation data
e Inferences

«  ARBIER

. ERMER

+  BEENENSEENER
o HIRMUEEYE

o EIUIEGXER

Data Analytics Firms

\We may disclose personal information to entities that
perform data analytics to help us improve our Services
and develop new offerings, among other things.

RS AR
A TR BES RN SEURE DT AR BN BA B E RS FF
T A EHRENAER.

e |dentifiers

e Internet or similar network
activity

ARBIER
BB W& ERNEE

Government, Regulatory and Associated Industry
Organizations, Institutions and Agencies

\We may disclose personal information to Government,
Regulatory and Associated Industry Organizations,
Institutions and Agencies and law enforcement officials
(e.g. related party transactions). In certain cases, laws
and regulations may require us to disclose personal
information with these entities.

IR, BEEHEREXTTIAR. SFHX
HATTRESEBUT. WETMRBXRITIAER.
i, NRIARFUEARIKENAGE (A0:KEXT532
2) o ERLERT, EEMENATBEERE I
XS AER.

Identifiers

e Financial information

e Internet or similar network
activity

e Geolocation data

e Sensory Data

e Professional or employment-
related information

e Education information

e Inferences from other personal
information

+  HRBIER

. ERMER
HEXMaSENER
R 5 VA=E 3¢

o BSIERER

o TUEEMBXER

. HBER




o  HEMNASEIELHATHERT
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Professional Services Firms

\We may disclose personal information to professional
services firms that help us comply with our legal and
regulatory obligations and establish, enforce, and

otherwise exercise our rights and defend against claims,

including, for example, auditors, law firms, and
consultants.

CALBRSS 2 F)

HA T RES AR IR EI T EFMNRENSS, 17
(. PUTEIARMESTCAR R A, XS ERFRY
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e Identifiers

e Financial information

e Commercial information

e Internet or similar network
activity

e Geolocation data

e Sensory Data

e Professional or employment-
related information

e Education information

«  ARBIER

. ERMER

+ BER

+  BEENENSEENER
o HIEBUEEHYE

o BEGXRER

o TUEEMRBXER

i Qt{n:u

Business Partners
\We may disclose personal information with business
partners.

Pk SEIK
HATRESmBEL SR HRESHITAGR.

e |dentifiers
e Financial information
e Commercial information

o HIRBIER
L4 @mm{nlu\
b T’gjﬂ.k{ﬁlu\

Affiliates
We may disclose your personal information to our
affiliates (unless you opt out of eligible sharing).

KEXTS
HATTRES AR IRIKSIKEEHITAGR (B
ARZHZAEFERE) .

e Identifiers

e Financial information

e Commercial information

e Biometric information

e Internet or similar network
activity

e Geolocation data

e Sensory Data

e Professional or employment-
related information

e Education information

e Inferences

o AIRAER
o ERMER
- AIER




o HYRBIEE

o BEEMENSEEER
o IRMVEEYE

o EUIGRER

o TIEEMRBXER

. HBER

o HRXHEHRIEE

Merger and Acquisition Activity or Financing Activity e |dentifiers

\We may disclose your personal information to third e Financial information
parties in connection with the proposed or actual e Commercial information
financing, insuring, sale, securitization, assignment, or e Internet or similar network
other disposal of all or part of our business or assets activity

(including accounts) for the purposes of evaluating and e Professional or employment-
performing the proposed transaction. related information

B AL T .  TRAEIER

AR RER ST REEER A RAREE. REG. H . TRUSE

€. IS, FHEEMCERIEIRaERD S . BER

EATS (BEIKF) 1BXERRIE=SRESITA o BERNEMEZENER
=2, AT HSFERXRZZ09E /. o BUEEMEXER

4. Processing of Sensitive Personal Information

AN ST E L]

There may be instances in which the personal information that you provide to us or that we collect
is considered sensitive personal information under applicable laws. Sensitive personal information
refers to personal information that, once leaked or illegally provided or misused, may harm
personal or property safety and will easily lead to infringement of the personal reputation, human
dignity, physical or psychological health, or discriminatory treatment. We only process sensitive
personal information for purposes necessary if and to the extent permitted or required by
applicable law such as performance of privacy impact assessment, and is not subject to use
limitation rights under applicable law.

BIRBLEENDH P AGBHIEIEMN A EBERLER TRIEE B E T s h a4,
AER. BBANMAGERIE—BEHE, EXRENILA, JREEASIMTRE, HES
SHAMNFE, ABEE, B OERZIEENSIRBEMBFHIAGR. BiIMNEAVER
HEEEAZEATHERNCEALEHENMAGE, AMETIAERRPEZRITG,
BAZ SR EENENERRHRIZIR.

For purpose of this Privacy Policy, here are the common examples of sensitive personal
information we may process:

HFFRABRZER, BiIURSLENERNENAGERTOHMT:



e ID number, social security number, driver’s license
number or passport number in combination with the name
e Financial account number, debit card, or credit card
number, transaction history, records of personal property
e PIN, security question and answer

e Precise geolocation

e Biometric information

e Health information

e Minors (under 14)

- BRESHE. HESFESH. SWESHkSHad

SRPERSH
©  EEWKFSHH. EcFXERFSH. XBicR. 1
A=

* PINB. RLETFMER
o SiRithIERAE

ISensitive.PersonaI . HVROR)EE
nformation
BUBA AfER © REER

*  FEFEAER (FH14R8%)

5. Use of Emerging Technologies such as Artificial Intelligence and Machine Learning

ER#FRA (FINA TEEMINEES)

Morgan Stanley may use technologies, such as artificial intelligence and machine learning when
processing your personal information.

BRTAF T RENN AR ERENATEREMTRFEIFRA.

For more information on how Artificial Intelligence and Machine Learning tools are leveraged in
providing Morgan Stanley services and improving our operations, please refer to the our Notice on

Al/ML Use.
NRIGE T BB S RXERTAFNARAA TSN RZITERHRSIINEEE, 5

ST X T ERATERE/EEFIABE.

6. Monitoring We Conduct

FeAiRENAY S5 hE

To the extent permitted by applicable law, we, access, review, disclose, intercept, monitor and/or
record (“Monitor”) (i) verbal and electronic messaging and communications (e.g., telephone,


https://www.morganstanley.com/disclaimers/privacy-ai-statement
https://www.morganstanley.com/disclaimers/privacy-ai-statement
https://www.morganstanley.com/disclaimers/privacy-ai-statement
https://www.morganstanley.com/disclaimers/privacy-ai-statement

facsimile, sms, instant message, email, and video conferencing and any other electronic or
recordable communications) with you and your agent (“Communications”) and (ii) your use of
technology owned by or made accessible by us, our associated firms or any other persons on our or
their behalf, including but not limited to systems that facilitate Communications with you or your
agent, information processing, transmission, storage and access, as well as remote access
(collectively “Systems”).

EERFEAVICEER, F1)nE. FE. KE, =8, "BlF/Acx "EN" (i)EFHEeRE
ARNOLMEFRSEFBERE (Hla0: BiE FE. 8iE. EIJHT{EE\ TR, BIEs.

IRARAE AR FERICRANERE) ( "@E" ) ; LARG)EERBERA]. i%ﬁ]El’J?&H%HEWC
REANEBAMIBEHTEMARBHTRENRAK, SFEERRTHEREHEREABE. ER
ShIR. B, FEFINRINRS, URIMFATZLENRSE (KA "RR" ) .

We will only Monitor Communications and Systems to the extent permissible under applicable law
from time to time for the following purposes:

HMRASEERZEATTRSERER, HTUATERNAIEUEENRRS:

1. to establish the existence of facts (e.g., keeping records of transactions);

FRESINEFE (PIIRFRZICR) |

2. to ascertain compliance with regulatory or self-regulatory practices or procedures which
relate to our business;

PR E SR SBRV R ERATI B RERAIRIFERER,

3. to ascertain or demonstrate standards which are achieved or ought to be achieved by
persons using Systems, including compliance with any terms of use associated with use of
Communications and Systemes;

NRERERERARANACLRRENZAZINTE, SFETSERBENARE
KAYERIBERAFRRK,

4. to prevent, detect or investigate crime, money laundering, fraud, financial crime and/or
other breaches of applicable law;

AR, HENSOEEICTE. ik, BUF. SRPCIEM/SEMEREREEINIT;

5. to comply with applicable laws and regulations, this Privacy Policy and any applicable
policies and procedures;

PETEREEMZENR. ARFABERURETERNBERIER

6. to safeguard against the loss, theft, unauthorised and unlawful collection, use, disclosure,
destruction or other processing or misuse of confidential and proprietary information;



ABIERZEEIERER EE IR, HE. BARERNEARAIBIER. ER. HEE.
HEREAR {75 U b I E

7. to prevent, detect or investigate unauthorised use of Communications and Systems and/or
data (e.g., Monitoring to ensure compliance with the our policies and procedures,
including without limitation those relating to information security and cyber security);
ARGLE. HNEAEXBERRM/SERRIARSENEER (fla0, mLABRE
FTERNNBERIRER, 8RFERNRTSEEREINETEE XNBERIIERF)

8. to ensure the effective operation of Morgan Stanley Systems (including telephones, email
and internet) systems;

NBRERTARRE (BEERE. BFEMEIEERN) NE0EF,

9. for security or health and safety purposes;

HTFRR, SEENZEERY;

10. for support and administration purposes;

HFFFIEEER;

11. to assist with investigations, complaints, regulatory requests, litigation, arbitration,
mediation or requests from individuals, subject to applicable IaW' or
FEETEREENBT, AthEEE. KiF. BEER. KA. R BRI AN
R, B

12. for evaluating the quality of customer service, efficiency, cost and risk management
purposes.

HTHEEFRSRE. R, A, URXEEEERN.

Monitoring is conducted by us using various methods, including: (i) the use of “intelligent”
automated monitoring tools; (ii) IT filtering tools which randomly review Communications and
Systemes; (iii) through random monitoring of Communications and Systems, e.g. by authorised
supervisors randomly joining on-going telephone calls on the sales and trading floors; (iv) specific
monitoring of key Communications and Systems e.g. in relation to investigations, regulatory
requests, subject access requests, litigation, arbitration or mediation or; (v) data tracking,
aggregation and analysis tools that pull data from various disparate data sources to draw linkages
and/or detect behavioral patterns, interactions or preferences for analysis (including predictive
analysis); and/or (vi) using other similar Monitoring technology that may become available from

time to time.

HAVERSMITEAH TR, 85F:() A "8 BRI E; (i) B EEEEMRRN



ITRHRETE; (i) BEEIENBENRSE, fli, BRNEERTINAEENRZZZEFIERE
HATHELS, (v) WXRBEENRFHTRHERD, Fl, AXAE. BEBK. N8
XK. A, MEEERE, (v ERIRE. ICEMSHIRE, NEMAENERRPRERES, L
EESTEXEM/BAN TR, BasiReE, #iTotT (REmUES) o /8K (vi) ERE
fib AT BEANRT B RIS AT AR

7. Use of Cookies and Similar Technologies

{5 cookies FISE{LIFEA

We also use cookies, such as web beacons (also known as clear GIFs or pixel tags), or similar
technologies as they may develop over time, to collect information about you when you visit our
websites or interact with us on-line e.g. via email or other electronic means. To find out more
about how we use cookies and similar technologies, how we process the information obtained
through cookies and how to reject cookies, see Our Global Cookies Policy

at https://www.morganstanley.com/global-cookie-policy.html

SEEREAINMIE S SERNEL BN (BB FIMFeEEbMEFAR) | FiIEER
cookies, FIENMLRIEIR (BFR/UERA GIF BGHITE) EBEERT AHER ATaeFF A RIRIUSA,
FMEEXEBHER. BETHRESXTIAINEMEA cookies FIZEMIRA, FAiIaIbE @S
cookies JR1BRIER., ARG cookies, 1ESIHFKAIAIZEK cookies BUER:

https://www.morganstanley.com/global-cookie-policy.html,

8. Information on Minors Under 14 Years

Aits 14 ASKREANAER

We pay particular attention to protection of the minors’ personal information. Our services are not
directed to or intended for individuals under 14 years of age. We do not knowingly collect
information from individuals under the age of 14 years without parental consent. If we become
aware that an individual under 14 years has provided us with personal information without parental
consent, we will take steps to remove the data as permitted by law. For those personal information
we collect with the consent of the parents or guardians, we will only process such information to
the extent allowed by law and regulation or expressly consented by the parents or guardians or
necessary for protection of the minors’ interests.

BMNBEENARKEANNTAGERF. HIINBRSFERASEEERAAKI4BSHNIA. £
FREHXERBNERT, BIASRERMNER T ARH4EZ REFEABERER. NREK
MNERAHLRAZHUNAERKGHIXESRAENER FTAKRIMRETIAGR, HIVGEEE
AVFASEE R RBUEERIFRZEFEE . NTELXGHEFARETRENNAGR, EIE™
IBRBEAFEZNIIE, FHERXE NP ABRRENRER, SARPRREARIZEATHE
RERT, ERSEKELFER.
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We do not knowingly sell or share information of individuals under the age of 14 years.

HANASERNER THESRHERHEAZ P ARIEE.

9. Location of Data Storage and Processing

[EREEMLIERNIE

The personal information we collect from you will be stored in the PRC and may be stored in other
countries or territories that may have different privacy laws and standards than those in your
country of residence. Your personal information may be transferred to or processed in the PRC by
us or by a third-party service provider working for us. If you are located outside of the PRC, the
transfer of personal information is necessary to provide you with the requested information,
products, and services and/or to perform any requested transaction. When we transfer or disclose
your personal information to other countries or territories, we will protect that information as
described in this Privacy Policy. By submitting personal information via our website or other means,
you agree to such storage, transfers, and processing.

ENNERBENT ANESEBFHEETRERR, ArseFEETRAEZENRESBRREERT
ENEtERSMX, SNNAGERAERENSAKI TENE=SRSEEEEFEER
FTEREGCIE, MREUTFHEERN, MAGRIEREN T RGREMERIER. ™M
FRRSS K /B REAIATERIIR Z AT R, ERIIEEIN AN EREREIREEEittEZRE
XA, FHIERBARRFABERIIMEZERHTHRIP. BEENONbGEEEA RN
AR, AIRFERELETME. EmfltiE,

10. Data Security

ER=R:

Morgan Stanley maintains appropriate physical, technical and procedural safeguards designed to
protect any personal information from accidental or unauthorised loss, misuse, damage,
modification, access or disclosure.

BRTAFEFEIE. RAMEFRERE, LRIPEHIEERERINSREFENAIIR
K. OHMA. B B EREGHEE.

Morgan Stanley has established a global Information Security Office, which leads efforts to:

BRIAFELEY T — M EKUENERRENAE, ARWSIUTIE:

e Safeguard the confidentiality and privacy of information resources;

RIPIERRIRAIRE EMISFA;

e Properly classify information resources;
MERRRHITEISNDZE,;



e Meet legal and regulatory obligations concerning the protection of information resources;

BITEXRRIPERRRREEMEE XS,

e Implement and maintain information security policies and procedures;

LheFI4EP E R L2 BERIIER;

e Integrate protection of information resources into the process lifecycles of the business;

BERRFRRRIPUNI S FRAZE R,

e Educate those working for or on behalf of Morgan Stanley on Information Security policies
and responsibilities; and
X AERTFAF TESRARER AR TN AR T EERREBRIR IS EHNHE;
AR

e Authenticate users and limit access to information resources based on authorization that
has been granted.

MRAFHETIANE, FRIEEIREGIIRIIRFIHEE R IR,

Third parties who process your personal information on our behalf are required to adhere to
appropriate security standards designed to protect such information against unauthorised access,
destruction or loss.

KRENILEEN N ABENE=FRETEIANZINE, MRIPFXEERFEERERER
RAYIE)., BIRERER,

11. Retention of Personal Information

FEEHNIAGR

We retain personal information in an identifiable form in accordance with our records retention
policy which establishes general standards and procedures regarding the retention, handling and
disposition of personal information. Personal information is retained as long as necessary to meet

legal, regulatory, archival, accounting, auditing, reporting and business requirements. Retention will

be extended if we are required to preserve personal information in connection with litigation,
investigations and proceedings where required by applicable laws and regulations. For example, in
accordance with Administrative Measures for the Customer Identification Verification and
Preservation of Customer Identification Material and Transaction Records of Financial
Institutions, and Provisions on the Scope of Collection and Preservation Period in the Document
Archiving of Enterprises, the customer materials shall be kept up to 30 years or even longer,
depending on the usage purpose and document nature of relevant material. Upon request, we
and/or our associated firms will provide you with more information on the exact retention periods
applying to your personal information in each case. After the retention period expires under relevant




data retention policy, we will destroy, delete or anonymize relevant information, or where the

destruction, deletion or anonymization is not possible, store your personal information securely.
FAMREFAINICRARFECRIUT RN A FEENIAGER, ZBERAETBXRE. &
BERLGENANERN—RINENER. TAGEBNERENBASEEEE. HE. 78, Sit.
REMEERAR, MRBEERAEEEZNNER, RNFEREFDRFIL. BEMFAEX
HPMABR, BIVBERRERE, flul, RiE (ENEEFEHIRBIFIEZEFRSHERRAZ
ZICRIRFEENEZ) 1 (EUWXEREIS EEFERRERRME) |, RF\EEXIRAIE
FERFINEMR, ERERIEREFINIKIA 30 FEZFK., RIBESHEXK, B01F0/58FK0)
XKL BRSRUEESZER, RIBESMER NERTENNAGRRIIRET. FEX
HERFERAENREIRERE, HTIEHER. RRSEZWEXERS, SEELEHR.
HPREVE B HRIER FREFEENDTAEBE.

12. Marketing We Conduct

A NHITOHIAEHIEDN

If there are any products or services that we or our associated firms believe may be of particular
interest to you, whether provided by us, by our associated firms, we or our associated firms will
contact you by mail, email, telephone, etc., including outside standard working hours or if you are
travelling overseas. Where required by applicable law, we will request your prior consent before
we or our associated firms use your personal information for marketing purposes. If you do not
wish us to use or provide to our associated firms your personal information for marketing
purposes, you may contact us as described in Section 15 any time or as directed in any marketing
materials we send to you. Please note that if you do not wish us or our associated firms to contact
you for such purposes, we or our associated firms may need to limit the range of products and
services which we or our associated firms will offer to you.
ANERBHTERANBFAIRIKERTT A NG BRI BB~ maEiRSS, TS BT IS
KERFIRMAY, FAIRIKNPNREKGEBIIAM . BFEMt. BESELNEEEKR, SEER
ETER B Z SN E R EBIMRITH . EEREEREKRNER T, FERIISKNNOKEKTEE
MNP AGERTHIZEHBNZAE, RIIESESHEENER. NRERFTER(IERREE
MNXEGREENNAGEBETHREEEN, BILITXE 15 KAMARRERRT 5%
R REENEHIHRESEMHRNERERRIA]. B8, NREAFERIIHIENIKEX
BRAZEBRNSEERRER, FHAISIKNKEKTT ol ae B ZE RHIFA TSI IR EX T & M SRRy
= RIRSASEE.

13. Your Rights relating to Personal Information

BEAANMEBEXARF

To the extent provided by applicable law and subject to exemptions thereunder, you have the right
to request access to and rectification or erasure of personal information; to obtain restriction of
the processing of personal information; to object to the processing of personal information
(including direct marketing); to request information about the ways in which and under what rules



your personal information has been used by us; to data portability; and to request the cancellation
of your accounts registered with our online platforms. If we have collected personal information
with your consent, please note that you have the right to withdraw this consent at any time, subject
to applicable law and exemptions thereunder.

HEEREZENERSEERNAZ R TEREZRNRESAK, BBNEKIGE. EEXBEEINAG
B RHEMAGRHLE,; RUAMNAGEHLELS (BFEEDIHEH) | EXRIRHXTHR
IIERSBMAGEERHARMNRNUNER: SHHEBENIAGR: UREREHEERIE
ZEa EEMIHA. MRKMNECHNESTRETENNMAGE, iR, BEN5ER#EE
RE, EZRTFERAEERERESRN.

If you wish to exercise any of your data protection rights, such as cancellation of your accounts (e.g.

registered via online platforms) or if you consider that we have processed personal information in
violation of applicable law, please contact us as described in Section 15. After you cancel your

account, you are not able to use our products or services related to the account. We will delete your
personal information as required by applicable laws, unless otherwise stipulated by laws and
regulations.

MR EHBITEEREEAEEEIPSE, GINEESNKE (0 BEELFEEMIKS,)
HINRARBAVEENNERER TERER, BRN TS 15 FAMAL KR (], R
HENKFE, BBLEERSZKFBEXINFREIRS. RIEZEZNBEME, K&
RRIEAEENEXRRBRENDTAGE.

You may be required to supply a valid means of identification as a security precaution to assist us in
preventing the unauthorized disclosure of your personal information. We will process your request
within the time provided by applicable law. If you consider that we have processed personal
information in violation of applicable law and failed to remedy such violation to your reasonable
satisfaction, you may also lodge a complaint with a competent data protection authority.
EAZETLENRE, SR EKERERNSMHIER, LUhBFAIB LR FAURERAN
AER. BIIEEEREZENENBRLGEGIEK. WREAARIVCEBENAGRERT
BERAE, BREAMNUZESEETHFSEEEEHR, SHRallABEXERRIPTERRF.

In the case of a request for access to personal information, we reserve the right to charge an
appropriate fee, if applicable and where permitted under applicable law. If a fee is chargeable we
will advise you of the likely fee in advance where required under applicable law.
MRERHBEANABERREK, HVMREBAEERERAITHER FWEBUEZ 22 RNF],
RETWINER, HIIBEEREEERRIER MMERI SRR selENRYZE A,

14. Updates to this Privacy Policy

FISFABSRAEH



We may change or update portions of this Privacy Policy to reflect changes in our practices and or
applicable law and regulation. Please check this Privacy Policy from time to time so you are aware
of any changes or updates to the Privacy Policy, which may be indicated by a change in the effective
date noted at the beginning of the Privacy Policy. Where required under applicable data protection
and privacy laws, we will notify you of any change or update portions of this Privacy Policy by
individual message or by disclosing the changes to the data processing on a publicly available
medium.

HAT e EHARFABERINI D AR, LX&H%?ZHJE’JMIESZL EEEMNT, 1B
AETERARRFABR, LMERT BISFABCRRYEMIZWEERT, XL AT LARFABSRF L
EARAEN AR F TR, EEANERRIFHRBAAEENERT, HIBETRIRNE
BEHAEATFAIBHNEN HIREERLERNTN, BREARRFABCRRME I EEFERSD.

15. Contact Us

BREREEA]

If you would like to contact us in respect of any element of this Privacy Policy, including, without
limitation and subject to applicable data protection law, where you wish to exercise any of your data
protection rights or where you wish to raise a complaint or grievance please contact us at
dataprotectionoffice@morganstanley.com. Please refer to the following contacts for additional

information about our privacy practices applicable to your product or service on the details below.
NREBRARFABCRIEMAABT SRR, SFEERRTFEERANERFRIFIET, 81T
FEENEMAEERIFPNA, BB RERFHEBLF, BEITARASXEKREK]:
dataprotectionoffice@morganstanley.com, BXIFK(IER TN~ R RS HIBRFASE HKRAYIEM
{I:m_; ' 'lﬁ |§_IU\—FH*¥TU_—E

For Morgan Stanley Bank International (China) Limited

ERITAFEMRRT (FE) BRAH

e Telephone: +86 756 3212188
E3iE: +86 756 3212188

For Morgan Stanley Securities (China) Co., Ltd.

ERTARIES (PE) BRAE

e Email: DataProtection@morganstanley.com.cn

HB#E: DataProtection@morganstanley.com.cn

For Morgan Stanley Investment Management (China) Co., Ltd.

ERTAFESERE (FE) BRAE


mailto:dataprotectionoffice@morganstanley.com
mailto:dataprotectionoffice@morganstanley.com
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e Telephone: 4008888668
E31E: 4008888668

e Email: msim-service@morganstanley.com.cn

BBF¥E: msim-service@morganstanley.com.cn

For Morgan Stanley Futures (China) Co., Ltd.
ERTAFEL (FE) GIRAE

e Telephone: +86 10 89650456/89650595
FEiE: +86 10 89650456/89650595

e Email: msfutureschina@morganstanley.com.cn

o MPFE: msfutureschina@morganstanley.com.cn
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